ket %%‘iﬂxﬂﬂﬂﬂ% LR AA - A, w L A F-24 AT 91 E4AR 8. F
9] spti= JAA o] Hebdolth gl G AAE A S e 2 G A Al 1] 5
SGAqA FFo EOP J=Hol A FHeoksttt, £3], TCSEC(Trusted Computer System
Evaluation Criteria)ol A X44@(52 g o] Ako] B okA S WhEA] 7] 7] %’46? AA A E A 7
o] t3EA ]l ool ). SunOS &4 * < &3l
C2 g o] o] HetdF5E :{8} D}. 252 FGA A A C2 HE o] e Eﬂ 4

= A1717] 918141 SunSHIELD BSM 49| 7HAF A= A48 7] 5 o] dF4 o]t}

LXBSM% SunSHIELD BSM¥} %%lf‘ﬂ Fo I AE S F EHoE AR
SunSHIELD BSM# sd3g AlHA A28 F &F AHA A A5E g
SunSHIELD BSMol| A A 9 &k= Ao B 7HAL o]l Eo] thal 5d 3k o] 7HAL AR S A
A3k}, LxBSML 719 g5 Adol tis) M7 flo] 983 4 == LKM(Loadable
Kernel Module) 7] &2 7l Ql v}, upebA], LxBSM< 4 4-317] $lall Ag o|u| x| & thA] A
dat= o] e gdom Al ~ue] thERelgle] Ao R A5 = FHE A
th LxBSM2 H I EHA] Z2 A =9 312 o5 22 Al =7 g %l ﬂ/\}x}e £ golsH &8
T A= E T o] 25 7FA AL Utk Al 28 e At o] QI Flo] 2 F F3f LxBSMell A A&
FEE7E DA ARE T B o e A5 5SS AT %E} LxBSM<& AY =5

_Ilm

oAl FAetmE AT P A Wl QoA AJxElel] 2 JES wA A grolofsirt
LMBench$ WebBench £& A}-&35to] LxBSMo| A =8 1] x| &= A 5A4ko] ¢ 3F8- =4 5] 1t
Zakst A3E =539 o1 LTP(Linux Test Project) & A}&-31e] oA SHo = &

=3t
=<
g dovA g5 stk

Al

LxBSM: Audit System for Linux

Sehwan Kim-Jihong Kim3)*llhyuk Kwon‘Wontae Sim4)

D) AEdigta A7) AFE S AFETE 2 WdEA =" a4

2) (A 7 AFa

3) Computer Architecture and Embedded Systems Laboratory, School of Computer Science &
Engineering, Seoul National University



ABSTRACT

One of the required features for the adoption of Linux operating system as a server
operating system is the security of the operating system. Linux operating system should
provide same or similar level of security compared to mainstream operating systems. Linux
operating system lack of auditing functionality to satisfy the C2 level audit requirements as
defined in TCSEC(Trusted Computer System Evaluation Criteria) documents, while other
mainstream operating systems are in better situation than Linux operating system -
Especially, SunOS-. SunOS provide SunSHIELD BSM(Basic Security Module), which is an
security system for SunOS - to satisfy the C2 level requirements. Linux operating system - at
least — also need to generate the same kinds of the audit trails which are provided by
SunSHIELD BSM to satisfy the C2 level or higher level requirements. LxBSM was developed
for the generation of the same audit trails provided by SunSHIELD BSM. LxBSM generates
the audit trails at the moment of the system calls' invocation, which was developed as LKM
(Loadable Kernel Module) not to require the modifications in the existing Linux kernel
routines. Additionally, we ported the commercial host-based intrusion detection system to
Linux platform and validated the inter—operation between LxBSM and host—-based IDS

system.
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AL oI EC ta L7 ) A ARE AP AT LxBSM2 7]E9] 252 71 d ] o
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LxBSME 2 §-317] 18] A9 o] & thr] 443k AWﬂﬂ wwzﬁnc%gq%a
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A A S Agets 7ol 7] witel ol & A4S 7] 7] flsiAd A E oA 9] Al A H
Al 28 2] A2 YA LS Qe d- o] &)%)
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TAE 4714 Eethe 2s Fsidit) ol & 9184 LTP(Linux Test Project)& AH&-3813A

A8 g =3 g5~ (Redhat Linux) 6.2D B4 S- <19l #E]Y 111 933 MHz A] 2~ El, 256MB %
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LMBench 2.0& AH&-3to] 3 /A A5 A8 S 318t Aot A9 49 LxBSME A
|3 A5 Y U s A3E Bolal k. o= A el e E ddkEnh dA A<l 2
& Fal LxBSME &l A AR & A stal Q) §AE st et e Al 2~Hlel o3y 1?4
& eHI=E VAA BFas o T JTHE 1]

open/close?] A% oF 28] | Fel= WA =7 A= AS L FQon o= &
Z(Path Token)¥} ] E2] H-E EZ(Attribute Token)[14] A A 7H W & ehd-sl= 2H7g o]

A §relE oHE ot 2 B2 A A Zhz ¢F 3 mlo] ixﬂzj};
=S selsteltt. o= 2 B2 YA A4 7 WulE BHoR
Atk FF /M BN E A0 R st oAl ASE dold 1A vv
FEol e ¥ e e FEE 7IdE 5 sk

1) 52 AYHA 2.2.14



[ 1] LMBench 2% A¥: AIZF @9 (microsecond)
PR Y52 AY [2.2.14+1xbsm | 2.2.14+ Ixbsm| % Overhead
2.2.14 (SIGNAL) (FIFO) (FIFO)
Simple syscall 0.3083 0.3276 0.3276 6.26
Simple read 0.4779 0.5213 0.4985 4.31
Simple write 0.3987 0.4280 0.4211 5.61
Simple stat 2.8002 2.8232 2.7951 -0.18
Simple fstat 0.6207 0.6374 0.6262 0.89
Simple open/close 3.5641 73.0492 10.7748 202
Select on 10 fd's 2.0362 2.0779 1.9531 -4.08
Select on 100 fd's 5.9518 6.976 5.9718 0.34
Select on 250 fd's 12.918 13.9636 12.9366 0.14
Select on 500 fd's 23.7414 27.3276 24.2423 2.11
Select on 10 tcp fd's 2.9734 3.1649 2.9252 -1.62
Select on 100 tcp fd's 17.7115 19.0837 17.7428 0.18
Select on 250 tcp fd's 47.75 51.3383 49.7117 4.11
Signal handler installation 0.936 0.95 0.95 1.50
Signal handler overhead 1.763 1.757 1.757 -0.34
Pipe latency 3.526 3.8068 3.6554 3.67
Process fork+ exit 272.1053 412.4211 272.4211 0.11
Process fork+execve 1170 7442.75 1193 1.97
Process fork+ /bin/sh -c 4690.5 18445.5 4966 5.87
Pagefaults on /usr/tmp/XXX 473 492 488 3.16

5.2. M5 AM¥ 2: ij3 2 Hix|ol3

M2 WX w22 918 WebBench 4.0.18 A48+ th. LMBenche}l S &l 4 A<
253 A5g AA| A AaE Al g WA 3 v als] Hol At

WebBench®] 7-9- o} 32| (Apache) §§ A1 E AF8-3F3 o1 7} S| A EA] Bl HTTP
requeste] =3 A 2] 522k} throughput(bytes/sec) S 54 232 A A S 2], Al 1Y WH4)
o2 A s A e Aol 7t A 5S & 4 k. LxBSMo] A&+ o] 3] ©X] Al ~E 7} <]
Tol Hi Ao E F A HAE & g8 #4822 o] e S Hol= S g T

.

1 ¥Ad 1.3.12-2



[ 2] WebBench Z3}: throughput(bytes/second)

= [ ]
=2 Hme 7 2.2.14+ Ixbsm (SIGNAL) 2.2.14+ Ixbsm (FIFO)
ol 2.2.14
E Z=|req/sec |throughput| reaq/sec throughput req/sec throughput
1 243.53 | 1477171 |109.74(45%) |688142(47%)| 215.70(89%) |1304031(88%)
4 245.68 | 1461243 |109.99(45%) |650141(44%)| 221.57(90%) |1359173(93%)
8 241.77 | 1485054 |103.78(43%)|656730(44%)| 220.25(91%) |1338374(90%)
12 | 237.77 | 1436790 |101.32(43%)|590302(41%)| 218.01(92%) {1301478(91%)
16 | 241.80 | 1487218 [102.39(42%)|591137(40%)| 220.75(91%) |1326562(89%)
20 242.80 | 1476472 | 97.51(40%) |611842(41%)| 206.16(85%) |1213080(82%)
24 | 243.80 | 1478349 | 98.99(41%) [609238(41%)| 204.89(84%) |1224552(83%)
28 | 243.18 | 1461685 | 96.00(39%) |576100(39%)| 218.80(90%) |1320484(90%)
32 | 242.51 | 1452152 | 93.68(38%) |594031(41%)| 216.51(89%) |1309166(90%)
36 | 242.05 | 1424995 | 89.08(36%) |484729(34%)| 222.45(92%) |1344214(94%)
40 | 240.98 | 1451410 | 92.24(38%) |508687(35%)| 231.69(96%) [1393624(96%)
44 | 243.75 | 1478223 | 90.45(37%) |543521(37%)| 229.39(94%) |1362228(92%)
48 | 246.61 | 1496245 | 89.88(36%) |514784(34%)| 228.91(93%) |1383504(92%)
52 | 247.44 | 1491516 | 87.54(35%) [530134(36%)| 230.37(93%) |1387629(93%)
56 | 240.40 | 1445033 | 85.88(36%) |545509(38%)| 230.88(96%) |1401990(97%)
60 | 239.75 | 1473071 | 83.68(35%) [480541(33%)| 228.80(95%) |1380656(94%)
5.3. oM AlH
Al 2~®l F(system cal)S $7) (hooking)dl= 7| H S A&l A9 AL 28|Ag Al~H)
= FHAA Faste oy A3 Ala D Huld AZE FESIY Faslor & BT 9
LTP & AF&-3sto] ZF Al 28l Fof Ot | 2E F A28 Zof tiaf n] 42 AAE dAF
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